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The Digital Millennium Copyright Act celebrated its 10th anniversary this week.  That milestone provides us with an

excuse to take a brief look at the statute and some ways it has a�ected the digital marketplace. The DMCA was

initially intended as the US implementation of two treaties adopted by the World Intellectual Property Organization

(WIPO) in 1996 to establish rules for two evolving forms of digital media: music and computer software and

databases.  However, as the legislation was introduced in Congress, additional provisions were added in response

to lobbying e�orts by two distinct constituencies.   Media companies wanted the bill to include provisions to

protect their IP, which was increasingly available in digital form, from widespread infringement.  They therefore

pressed for the inclusion of anti-circumvention rules that prevent anyone from bypassing any technological

measures used by copyright owners to control access to their works.  And ISPs, hosting companies and interactive

services sought provisions to provide a safe harbor from infringement claims based on the actions of their users. 

In hindsight, these provisions, which were ultimately included in the DMCA, have each impacted the technological

landscape in ways that are felt everyday Without the anti-circumvention provisions, it is unlikely that DVD

technology, which was being test marketed when the DMCA was enacted, would have been embraced by movie

studios.  The adoption of DVD technology has led to the blossoming of new lines of electronics manufacturing

and rental businesses that have far outpaced those which evolved when VHS was the primary medium for home

viewing of movies. However, these same provisions have also led to disputes and litigation that, to some, run

counter to their original intent.  For example, while developing and improving methods to ensure the security of

the internet and computers connected to it would seem to be an unassailable goal, the anti-circumvention

provisions have created a Catch-22 for security experts and researchers.  In order to improve copy-protection

systems and computer security programs, these experts and researchers need to determine what �aws exist in any

currently deployed security system.  Thus, the very act of testing those systems is a violation of the anti-

circumvention provisions of the DMCA.  For a more detailed, albeit one-sided, view of this debate, here is the

Electronic Frontier Foundation’s report, entitled “Unintended Consequences: Ten Years under the DMCA.” The safe

harbor provisions have enabled the explosive growth of the web, particularly as an interactive medium.  In e�ect,

website operators from MySpace to WordPress were able to provide forums for users without a constant fear of

being sued based on the acts of their users. In order to maintain “safe harbor” protection, the “provider of online

services” must meet certain conditions.  It cannot have knowledge of an infringement nor derive any direct

�nancial bene�t from the infringing activity where it has the right and ability to control it.  A provider must also

expeditiously remove material if a copyright holder sends a take-down notice, without the need to evaluate the

notice to determine if it is accurate or whether the user who uploaded the content has any rights to it.   From a
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simple perspective, this seems to make sense:  a provider should not be put in a position of having to adjudicate

disputes over content.  As a pure intermediary, its obligations should be as simple as possible (If receive take-

down notice è then take down content).  The principals are the ones with the vested interest in the content and

should be the only ones debating the merits of who has the right to make content available. However, some

content owners believe that too much emphasis is being placed on the take-down “remedy” enabling it to serve as

a blanket of immunity for all infringement claims.  What if an online provider’s sole business model is to provide

users with a readily available means to post content online?  And what if the site becomes wildly popular, with the

potential to earn substantial amounts of money selling ads to companies seeking that vast user base and

audience? And what if it is clear that users are posting content they don’t own?  Doesn’t the online provider lose

its safe harbor protection because it has knowledge of the infringement?  Or is deriving �nancial bene�t from the

infringement?  These are the basic facts underlying Viacom’s lawsuit against Google.  The case is headed for trial

next spring.  The outcome will undoubtedly have major repercussions throughout the digital media world. The

intermediary function of online providers has also recently come under assault in a somewhat surprising context,

the presidential campaign.  John McCain’s campaign had posted various videos on YouTube that included

snippets from broadcast news footage.  In response to take-down notices from the news outlets, YouTube pulled

the videos. The McCain campaign then sent a letter to YouTube claiming its use of the footage was privileged

under the fair use doctrine.  While recognizing that a fair use analysis could not be undertaken in response to

every take-down notice, the McCain campaign proposed that such an analysis be done, at the very least, when the

content at issue was posted by a political campaign. In response, YouTube, politely, told the McCain campaign

“thanks but no thanks.”  In a possible overstatement, the letter said that “[l]awyers and judges constantly disagree

about what does and does not constitute fair use.  No number of lawyers could possibly determine with a

reasonable level of certainty whether all videos for which we receive disputed takedown notices qualify as fair

use.”  While acknowledging that some parties abuse the take-down noti�cation process, YouTube essentially

passed the burden of policing those abuses to the users who upload the content who, according to YouTube,

“operat[e] from a position of strength, with knowledge of exactly where the content in [their] videos came from.”

Ironically, McCain voted for the DMCA.  But YouTube’s response appears to be more in line with both the express

language and intent of the safe harbor and take-down notice provisions of the act. The question of whether a fair

use analysis needs to be employed in connection with issuing a take-down notice is currently the subject of

litigation involving not an online provider but content owners.  Universal Music and Universal Publishing Group

had issued a take-down notice to YouTube over a 29-second video posted by Stephanie Lenz of her toddler

dancing to Prince’s “Let’s Go Crazy.”  YouTube took down the video.  Lenz then sued the Universal entities

claiming that they made a misrepresentation in sending the take-down notice to YouTube knowing that Lenz’ use

of “Let’s Go Crazy” was not infringing.  In essence, Lenz was arguing that a copyright owner must make a fair use

analysis prior to sending a take-down notice to an online provider. The Universal entities moved to dismiss the

complaint.  At issue is language in the DMCA that, when sending a take-down notice, the complaining party must

state its good faith belief that the use at issue is “not authorized by the copyright owner.”  Universal argues that fair

use is merely an “excused” infringement and therefore a fair use evaluation is not relevant to determine whether

the use is “not authorized” for DMCA purposes.  As Universal also pointed out, the DMCA take-down provisions do

not even mention fair use, much less place a burden on the party issuing the notice to consider it. The district

court denied the motion, stating that the issue of whether fair use quali�es as “authorized by law” in connection

with a take-down notice under the DMCA was a question of �rst impression.  Obviously, this is a case that will be

closely watched.  However, a �nal ruling in Lenz’ favor will have considerable consequences, e�ectively shifting the

fair use burden from the user uploading the content (as YouTube noted in its letter to the McCain campaign) to

the party issuing the take-down notice, in most cases copyright right owner.  And so, we usher in the next decade

of the DMCA.  And while it is di�cult to predict what the next ten years will bring, it is probably safe to say that,

regardless of the disputes that will inevitably arise, the digital marketplace will continue to rapidly evolve, with the

DMCA serving as the basic framework and foundation for protecting digital rights and the focal point for disputes

yet to come.
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